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Authentication Control is a process activated by the network to ensure that the
phone making a call is using the ID assigned to it

At subscription time, each phone is assigned the following
1)  International mobile station ID (MSI)
2)  Authentication key

The network challenges a phone to authenticate itself by:

The phone returns a
response to authentication
center

   Authentication center sends an
authentication request to the phone with
an accompanying random number

The authentication center
performs the same calculation.
Service is allowed only if the
phone and the authentication
center get the same answer

      Random number from authentication center
Individual
authentication key

Authentication
Algorithm AC

This process verifies the identity of the subscriber unit without
transmitting private identification information over the radio channel
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The same parameters are stored in
authentication center data base at
the MSC

(2) (3)

NEXTEL USER AUTHENTICATION CONTROL PROCESS

      Signature response to authentication center
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